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LEHD PGP Public Key Download

1. Aftersuccessful installation of the PGP Desktop software, the latest LEHD PGP Public Key
should be imported. The public key is available using the following link:
https://lehd.ces.census.gov/state partners/pgp.html.
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LEHD PGP Key for 2019 - 2020

Key fingerprint

Key fingerprint = @BF9 SF7D G729 SBOF @611 2E9D EE3D 70874 79E6 BE@M

Public key

----- BEGIN PGP PUBLIC KEY BLOCK-----
Version: GnuPG v2.8.14 (GNU/Linux)

WQENBFzu/yUBCADFESEeLa/+abSVuIOPmIGIKEZ8n0 tm]i8/dreniQQEdNhEQ8+
9MiPEgDEDxe IF+uV1odVgaulF7dLBGE] /Z10BxSvEgXC2BZHA9aQ]sY20CyDTKE
uMaDHNFVGE] 1IWMIBCrL6gG2NhXACSVNK18ht oliRu/ ue IC1beqy jWYye 2B TwYOFS
15Y0Ds+3HWXvG IKDIpCOLHY g4 788wl TIgb6ZLyWIkZUtoSAbtt 1BTASUKBpBU/ /
UZABAFVA17ITZHOO7x1ZwrBURS rwlBABEC+fBoSHyuSyACgC /07 cxKYZ51qGkCod
MEr1uVkIDrhxL TolfqUv2mgom3T EQERLRQIFRyYWSz
ZmVyTE+1eSAYMDESLT TwMiAgKExFSEQERIRQIFRY VWS zZnVy TE1eSAYMDESLT Iw
MjApIDxjZXMubGVOZCSwemIkdHaWSuLmep e IRAY2Vuc 3Vz Lindvd j6 JATOEEWEC
ACcFAlzu/yUCGWHMFOQHhMAAF Cwk IBWIGFQgCOQoLBBYCAWECHGECFAAACgkQT j 1w
dHnmvETwIggA3sIUVSBpCi7fFIBVTQtEIK1IKeFPHIWiWXIZFtiZ95368cLH7 1w
MOWimmtSmHp TROXS7DCRQSTFEIMNTT L JE1UF FoUdyAKyoK1gps+qkzKInoGesnrM
ORIBFRIKATFOuC FqABAMTQuiHhn IVy ui) aq255 I TIRAY y tGe kelx T 1 EOOF LodMx
QOhWSUMPO+PIGTIK/ iuBcGLQUBhxdu3cCOShkqIZzkxIn1GeuEplitILoSY7F smk
d2d16xTcpfHbIgHRqBIIXXuwAHj zATc jz cRul NXVSBxd fEBZQDM ) gwt Z1db /96591
QVuVLgxVpS2rOewISy+df298ZtrcdLq1ATkBDQRE 7vB1AQgAIS FBUF dWRTmEGKYL
VK308t 53t r 2wk 4xC2CqQRMb I YYD tzmD/AUDBEHbC YXTPF Qt umroXIxnh/ XH2yKT
DCDBPm] 6MXAANG] T/ NpVKXZ jKVKR23O6ADF [ tRxRmt FWzVg 7 r [ulF 7AEebdv+t2Y
RSmBwBSSBAISYakrhxrs 2dTbz6dK1dT3TQ2AxDIcpdq 1xSLS JUkpBGIecy 1gakx
Y/PE2rGv7sXCEmj he i gh-+mwC IARBTOWIp+qUCCH
%cHrKnBOEEur JWFFeunImlcKotXsvG2SGUFxtax2HAKWDS 3n L 5BmMqIRpPS JdzM
MhBr/wARAQABQE 188gBAgAPBQ] c 7vB1AhsMBOKBATOAAAD JEO49cHRE 5P EVTkH
/ASkahneUmATQxE26/6rus2qK7oKqe ZBKa8ge [QjewilU9C2G142YiZBuddg/NEU+
uR637kGHKLY4c4Ua )85 ZiPyWOh6wgONCRrksxYYhr1bAbIY051272HkoZVal +aQz
yintvFoz20s8E1ASktHbmlkBIaanthT1M7e10s 37EPtavgss]SebVuls0Gi3DIN =

Figure 1: PGP Public Key (Example)

2. Scroll down to the bottom of the PGP Key page. Right mouse click on the link for the .asc file to
open the menu for downloading the file. Select the “Save file as...” or “Save link as...” option.

ipgp-hin ¥ a « @
£% MFTREDMINE ) TECD

€ 3 C (b @ nitpsy/lehd.cescensus.gov/state |
t Y e

artne

LEHD Partrers

Apps @ LEHD Proct S Lerowe
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en: GnuPE w2.8.14 (BHU/Linux)

MQENEF 2u/ yUECAD TESEeLa/ +abSVuIOPMOSIKEZEN0 ] LmJ L8/ drensQQEdHhEqa+
9MiFGgtDE O IF+ul 1odVgulF TdLEGE 1 /T 10RxSvtgXC 2BTHAS3QT =Y 20T yDThe.
UMADHN V66 TWMIBCrLEEG62NhXACSVINE 18h T oNRu/ ue IC 1bequiliyye 28 FTLYaFs.
15¥0DS & 3HAXVE JKD3 pCBLHY 24768 1wl T1gh6ZLyWIKZUL0SABLL1BTASUKAREU S/
UZAGAFUA1TTTZWOOT 1 Zuar BLgS rurl BABE o+ $Ba0HyuSyAcgC/ 072k Y75 1qGklod
MEr1uVK 1DrixLdZGHAVN/ Lol FqUvangom] TRABEBAMGRZOx FSEQRRIRQLFRyYRSZ
ZuMyIELLeSAyMDESLT LuM AGKE <FSEQuR1RQIF Ry YIS 2 ZaVy TEL Le SAYMDESLT I
M3ARTE §ZXMubEN o2 C S @ kdWHB RS L mxpe SRAY 2Viuc Wz Ledvd 5 IATAEE L EC
ACCFALzu/ yUCGWMF COHRMAAF Crk IBW I GF Qg CQoLBBY CARE CHRECFAAAC gKQ7 1w
dHnmygTwlggA3s IUvSBpe 17 POV TqLELKLIKeFPHInIWXIZMLLZ05 368 cLHhT 1w
Mei mt SmHp TROX S 7DCAGSTFAImnFTi §8UF FAUdyAKyoK gpS+akzK InoGEanri
ORIBFRIKETFOVCFNGABAMTQuvHhn Iy 3w 1802 55T TIRAYY EGCkaX TLEGOF 1o4re
QIHWTUHPO+PLGET K/ LUBCGLQUEBhxdu3CCOShkq I Zzkx [nJGeuEp] LILOSYTF smk.
d2c16xT cp FHESEWRGRIMmAIT] 74T ] 7c Rl MXVSHxd F AT QDM Igw+7 Ldb/ 96557
QYUWLAXYpSZrlewlSy+dfzI8ZtrdlqLATkBDGRE 7v8 LAQRAISTEUFIWR TMEGKYL
VK308 L53Lr20kdxC2CqQRMBITYOLL2mD/ SUDBEHEC YXTPFQLumraX Lunl / XH2yKT
DCDEPMISMYAANGTF/ NpVKNz SkVKRAIAGADF T+ Rxfmt FHz Va7 r TullF TAEchdy+4 37
RSmBwEsSBOL5Yakrhxrs2d[bz6di1dl 3TQ2AxDTcpda IxSLS I UNpBG Jecy 1g9kx
¥/PE2rGvT sKCEmjmskavekk Jie fmnoHenXy + LPusr6r ghsmaC LARS TOWI p+gUCCH
%eNrKnAOE FurIWFfaulIml c Kot Xavi 2 SGUFxctax 2HAK WD InTL SBmiq IRpP5Id=N
MhBr/wARAQABLQE 1BBEBAGAPEQ] c 78 L) TOAAAD JEGASCHRSS P EwTKH
/AskahneUmt IQxE 26 /6rus 20K 7 oKqC ZBK aBg< 1Q jewiUC2G1AYiZ6wadg/NEL+
UREITGHKL ¥de dlaTAST Py WOhGuglnC Rk sxv Vi 1bABTYOS 1 73 Hko? VaT=agz
yintvIFoZ2DsRELASktHbmLkEYaanthT147el8s 27 EPtqvees 15ebVuls8Gi301N
4Za0iwlDILgKE Us K/ JupALD: 991 ETYLLEmL+cA/ dyenllio
JmeQEDf ME BVXRDeh /£ 2t 3rdF skoc] LoV IpaKEvNE 45V RoltUF AG TmKE Jx5
eVmHdkp/Y@Cs8sacihiuedB=
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Sare link a5
Key download Copy link address

nrpac Cirls Shifte
You can downlond a file the key here: lehd_2020,public.aver g by your PGP-compatible application,

Created Wed May 79 18:13:14 FOT 2039,

Figure 2: Key Download


https://lehd.ces.census.gov/state_partners/pgp.html

3. A window will open and the user will be prompted to save the file. Different browsers may prompt with
different save options. Follow the prompts.
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QVuVLqxVp52r0enlSy+dFz082E rcdLqlA7KBDQRC 7vB 1AQgAI 5 FBUF dWRTmEGKYL
VK308t53trzmk4xC2CqQRMb3YY0itzmD/4UDBGHbCYX7PFQtumroXIxnN/XH2yKT
DCDBPmI6MXAANG] T /NpVKXzjkVKR2306ADF ItRxRmt fzVg7 r IuWF 7AEebdv+t2Y
RSMBWBs9BAISYakrhxrs 2d1bz6dK1dT3TQ2AXD ] cpOq 1xoLS IUHpBGH3acy 1goKx
Y/PE2rGv7sXC6mj kkjNcf 3P gk IAh8TOWIp+gUCCM
*xcWrKnBOEEurJWFfeuAImlcKotXsvG2SGUFxtax2HAKwD 3nIL5BmMG3RpP5IdzM
MhBr/wARAQABiQE 1BBgBAgAPBQI c7vB81AhsMBQkBATOAAAOIEQ4SCHRSSPAEVTKH
/ASkahneUndIQxE26/6rus2qK7oKqcZBKaBgc IQ ewilsC26142YiZBwldg/NEU+
uR637kGHKLYAc4Ua)8SZiPyWOhEwgOnCRrksxYYhr1bABIYO51272HkoZVal+aQz
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§mxQgD/MEbVXRDeh /tEzte3rdEsKec1lxoV3pIK6viS45VIRONEHF AGImKB jx Ko
eVmHdkp/Y@Cs9sacihWueds=
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-----END PGP PUBLIC KEY BLOCK-----

Key download

You can download a file containing the key here: lehd_2020 public.asc. This file can be directly imported by your PGP-compatible application.

Created Wed May 29 18:13:14 EDT 2019.

Figure 3: Save PGP Public Key



PGP Public Key Import

1. Open PGP Desktop Software

B PGP Desktop - All Keys

File  Edit

PGP Keys

| L kevis) selected

Figure 4: PGP Desktop: All Keys

2. Click on “File” then select “Import” as seen below.

Figure 5: File Import



3. Highlight the key you want to import, then click the “Open” button.
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Figure 6: File Import Open

4. From the Select Keys window, click the “Import” button.
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Figure 7: Select Keys
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Figure 8: LEHD PGP Public Key Selection



PGP Encryption on Windows Desktop

From the Windows desktop, open Windows Explorer. Choose the file you want to encrypt. For
demo purposes, the file Notes.docx is selected.
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Figure 9: PGP Encryption - Select File(s)

Highlight the file(s), right mouse click, choose “Symantec Encryption Desktop”, then choose the
option indicated as “Secure <filename> with key”. A popup window will appear.

L]
- »
e
o e e " 2 s
[T * [E T ——
i Dot
ot
D bt
Sa (2] cam wioh i Bt
B Bogu - T Comenst 0 B0 i ot Bacior
] ek 8 Bl
e L et et
e .
Y. S Bt
T
b
PR
W e § o dpplx apon >
2 gt Sgn an
b st
Faelopy
& Wty
aptres gt meset
Y 3 -
Sempemac Loscrypton Dasieon * [EE— - o
e tere
" = g TaR - D s o ¢
5 it
Coy r
the >
[ # Gk msen — 2| At
Vasm o sernss WA el S e 1 Crtang * G P Bt
Farara i Cerper -
W duCom
] Coremamtz
- s s (o oam s e Fromitr
T n— . FL Comvent ta P00 bk Ram
- ok B
[T ot gl Tl
e ]
5w Gribanch 3
o
e il
VRS —" . e el e
Erate Lo Bwemppiimsy Enchice B b Gty
e it e it by g ity s
P Pt iy 5
Bareype 1. bl g 2 ey
e el
Emrypt Tt cbeus” mith byt i Brarn I
Pourrypt Hisirudan™ mieh, Lysmarmer Ve Tarr_ddvased pEs T 3
PP Shard Bt ™ e >
>
Loy
[m—
R T T T e
[
—

Figure 10: PGP Encryption - Symantec Encryption Desktop



3. Click on the drop down button for Enter the username or email address of a key. Select the
appropriate, non-expired, LEHD FTP Transfer Key. Once the key is selected, it will appear in the
selection key window. Click “ADD....” to use the key for encryption. You will see the key in the user
key section for usage.

Symantec™ Add User Keys
Encryption Desktop

Enker User Keys For recipients you want to encrypt ko,
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Figure 11: PGP Encryption - Add User Keys

4. Inthe Sign and Save window, skip Signing Key. In the Save Location, click the “Browse”
button to navigate and choose the destination for the encrypted file.

Symantec™ Sign and Save
Encryption Desktop

Signing your PGP Zip allows your recipients to verify its authenticity, Confirm your signing key
and the save location below,

Signing Key

<NOnez W

Save Location
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| < Back ” Mext = || Cancel | | Help

Figure 12: PGP Encryption - Sign and Save

5. Click “Next”. The window will close. From Windows Explorer, you should be able to see
the newly encrypted file.



Upload State Data Files with Census Managed File Transfer (MFT)

LED State Partners submit files via the Census Managed File Transfer (MFT) software. Use the link below to reference
the established standard operating procedures for Census MFT.

https://lehd.ces.census.gov/state partners/doc/sop/Secured Electronic File Transfer for LED State Partner
Files 3040.8.pdf
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